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CLAIMS : 



What is claimed is: 

1. A method in a data processing system for remotely 
recovering a client computer system 1 s primary password, said 
primary password being required prior to said client 
computer system being accessible by a user, said client 
computer system being coupled to a server computer system 
utilizing a network, said method comprising the steps of: 

prior to said client computer system completing a boot 
process: \ 

prompting a user to enter said primary password; 
ana 

providing an interrogative password method in 
response Ito an incorrect entry of said primary 
password, I said primary password being recoverable from 
said server computer system by said client computer 
system utilizing said interrogative password method 
prior to slaid client computer system completing said 
boot process. 

2. The method according to claim 1, further comprising the 
step of providing said interrogative password method 
including an question and correct answer pair. 

3. The method according to claim 2, further comprising the 
step of recovering said primary password from said server 
computer system in response to a successful completion of 
said interrogativp method. 
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1 4. The method according to claim 3, further comprising the 

2 steps of : \ 

3 displaying said question included within said 

4 interrogative \method utilizing said client computer system 

5 in response to\ an incorrect entry of said primary password; 

6 and \ 

7 prompting A user to enter an answer to said question, 

8 wherein an entry\of said correct answer will successfully 

9 complete said interrogative method. 

1 5. The method according to claim 4, further comprising the 

□ r \ 

: t g2 Step of: \ 

in \ 

rn3 establishing a unique client identifier; and 

storing said question and said correct answer together 

; 5 5 with said unique client identifier in said server computer 

! B ^6 system. \ 
s«y \ 

■ zzz~ \ 

^1 6. The method according to claim 5 7 further comprising the 

{ «g2 steps of : \ 

3 transmitting a request for said question utilizing said 

4 client computer system inl response to an incorrect entry of 

5 said primary password, said request including said unique 

6 client identifier; and \ 

7 transmitting said question utilizing said server 

8 computer system in response to a receipt of said request . 
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7. The method \according to claim 6, further comprising the 
steps of : 



transmittin 
utilizing said c] 

determining 
correct answer ut 



a proposed answer to said question 
ient computer system; 

whether said proposed answer is said 
lizing said server computer system. 



8 



The method according to claim 7, further comprising the 



step of prior to executing said interrogative password 
method, permitting a user to initially supply said question 
and correct answer pair. 



9. The method according to claim 8, further comprising the 
step of prohibiting access to said client computer system by 
prohibiting transmission of said primary password in 
response to said proposed answer being unequal to said 
correct answer. 



10 



The method acc 



Drding to claim 9, further comprising the 
step of completing said boot process in response to said 
client computer system receiving said primary password from 
said server compute! system. 



11 



The method accc 



rding to claim 10, further comprising 



the step of encrypting transmissions between said client 
computer system and said server computer system utilizing an 
encryption key pair Imethod. 



V 
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12 . A data processing system for remotely recovering a 
client computer Isystem 1 s primary password, said primary 
password being rjequired prior to said client computer system 
being accessible! by a user, said client computer system 
being coupled tola server computer system utilizing a 
network, comprising: 



7 
8 



prior to saip client computer system completing a boot 
process : 



9 
10 



a 
:n 

IB 2 

i:ft 3 
A 4 

:;15 

«16 

! =£7 

?,y 

'"3 
!=*l 



means foW prompting a user to enter said primary 
password; and] 

means fori providing an interrogative password 
method in response to an incorrect entry of said 
primary password said primary password being 
recoverable from said server computer system by said 
client computer \system utilizing said interrogative 
password method prior to said client computer system 
completing said Ikoot process. 

13. The system according to claim 12, further comprising 
means for providing said interrogative password method 
including an question atnd correct answer pair. 



1 

2 
3 
4 



14. The system according to claim 13, further comprising 
means for recovering saiid primary password from said server 
computer system in response to a successful completion of 
said interrogative methoi 
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15. The system according to claim 14, further comprising: 

means for displacing said question included within said 
interrogative method utilizing said client computer system 
in response to an incorrect entry of said primary password; 
and 



means for prompting a user to enter an answer to said 
question, wherein an entry of said correct answer will 
successfully complete slaid interrogative method. 



16. The system accord 



i^g to claim 15, further comprising: 



means for establishing a unique client identifier; and 

means for storing sa^id question and said correct answer 
together with said unique! client identifier in said server 
computer system. \ 

17. The system according to claim 16, further comprising: 



means for transmitting a request for said question 
utilizing said client computer system in response to an 
incorrect entry of said primary password, said request 
including said unique clieno identifier; and 



means for transmitting said question utilizing said 
server computer system in response to a receipt of said 
request . 1 
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18. The system ad 



\:ordi 



means for t 
question utilizing 



ransmi 



ng to claim 17, further comprising: 



tting a proposed answer to said 
said client computer system; 



means for determining whether said proposed answer is 
said correct answer utilizing said server computer system. 



1 

2 
3 
4 



19. The system according to claim 18, further comprising 
means for prior to executing said interrogative password 
method, permitting a user to initially supply said question 
and correct answer pair. 
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20. The system acco 
means for prohibit inc 
by prohibiting transn 
response to said 
correct answer. 



ding to claim 19, further comprising 

access to said client computer system 
ission of said primary password in 
answer being unequal to said 



proposed 



21. The system according to claim 20, further comprising 
means for completing said boot process in response to said 



client computer system 



said server computer system. 



receiving said primary password from 



22. The system according to claim 21, further comprising 
means for encrypting t2*ansmissions between said client 



computer system and sai 



encryption key pair method. 



d server computer system utilizing an 
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23. A data processing system for remotely recovering a 
client computer system's primary password, said primary 
password being required prior to said client computer system 
being accessible by a user, said client computer system 
being coupled to a\ server computer system utilizing a 
network, comprising 

means prior to \ said client computer system completing a 
boot process, for prpmpting a user to enter said primary 
password; 

means prior to skid client computer system completing a 
boot process, for providing an interrogative password method 
including an question and correct answer pair in response to 
an incorrect entry of said primary password, said primary 
password being recoverable from said server computer system 
by said client computer! system utilizing said interrogative 
password method prior ti said client computer system 
completing said boot process ; 



means for recovering said primary password from said 
server computer system in response to a successful 
completion of said interrogative method. 

means for displaying \said question included within said 
interrogative method utilising said client computer system 
in response to an incorrect entry of said primary password; 



means for prompting a luser to enter an answer to said 
question, wherein an entry pf said correct answer will 
successfully complete said interrogative method; 



means for establishing a unique client identifier; 
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means for storing said question and said correct answer 
together with said {unique client identifier in said server 
computer system; 

means for transmitting a request for said question 
utilizing said client computer system in response to an 
incorrect entry of said primary password, said request 
including said unique client identifier; 



means for transmitting said question utilizing said 
server computer systjpm in response to a receipt of said 
request ; 



transriiitt 



means for 
question utilizing sa 



means for deternu 
said correct answer 



ut 



means for prior 
password method, pe 
question and correct 



to executing said interrogative 
rnutting a user to initially supply said 
answer pair; 



means for prohibi 
system by prohibiting 
in response to said 
correct answer; 



means for complejt 
said client computer 
from said server 



means for encryjpt 
computer system and $a 
encryption key pair rfie 



ing a proposed answer to said 
id client computer system; 



ning whether said proposed answer is 
ilizing said server computer system; 



ting access to said client computer 
transmission of said primary password 
plroposed answer being unequal to said 



ing said boot process in response to 
system receiving said primary password 
system; and 



comj uter 



ing transmissions between said client 
id server computer system utilizing an 
thod. 
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